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CRYPTOCURRENCY TERMS YOU NEED 
TO KNOW
BY BRANDON VIGLIAROLO

Digital, decentralized currencies known as cryptocurrency are all the rage right now, but let’s be honest: Unless 
you’re well-versed in the intricacies of  how they work, it’s hard to wrap your head around them.

Making good investments requires expert knowledge, and cryptocurrency is even more complicated than the 
average financial market. Anyone hoping to make money in the crypto game, or to even start getting involved 
in cryptocurrency, needs to read up. Here’s a list of  definitions that will help you understand the basics about 
cryptocurrency.

Altcoin: When people think cryptocurrency, Bitcoin is usually the first thing that comes to mind—and with 
good reason: It’s the first and by far the most valuable of  available cryptocurrencies. Altcoins are any form of  
cryptocurrency that isn’t Bitcoin.

ASIC: Application-specific integrated circuits (ASICs) are chipsets built to perform a specific task. Many ASICs 
are created to mine cryptocurrency and offer a huge improvement in power consumption and speed over 
graphics processing units (GPUs) that have been the most common hardware to date.

Bitcoin: Bitcoin is the original form of  cryptocurrency. It was developed by a programmer or a group of  
programmers going by the name Satoshi Nakamoto. Bitcoin is a decentralized cryptocurrency that relies on the 
blockchain to distribute its ledger and record proof  of  work.

Bitcoin Cash: This cryptocurrency is a hard fork of  Bitcoin that was created to decrease fees associated with 
Bitcoin transactions by increasing block size. It’s also designed to be more spendable than Bitcoin.

Block: Blockchains consist of  individual blocks that are added to the ledger as they are mined. Once a block 
has reached a predetermined size (which varies from cryptocurrency to cryptocurrency), it is verified and added 
to the blockchain.

Blockchain: Blockchain is the driving force behind cryptocurrency, but its uses aren’t limited to monetary 
ones. A blockchain is a decentralized, distributed ledger that can consist of  cryptocurrency transactions, 
computer code, and other forms of  data. It’s split between all the nodes that participate in the network so that a 
consensus can be formed as to what is a valid transaction and what is not. For a more thorough explanation of  
blockchain technology see TechRepublic’s blockchain cheat sheet. 
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Centralized ledger: Not all blockchain ledgers are decentralized and distributed. Some ledgers, like the block-
chain that is associated with the Ripple altcoin, are controlled by a single entity that has ultimate authority over 
its contents.

Consensus: Blocks can’t be added to a blockchain without a majority of  users reaching a consensus as to their 
validity.

Cryptomining malware: As cryptocurrency has gained value, malware creators have quickly stepped up their 
efforts to build malware that uses infected CPUs to mine cryptocurrency—which the coder then adds to their 
personal wallet. Different forms of  cryptomining malware exist—some of  the malware installs apps on mobile 
devices and computers, and some operates as scripts that run from the web.

Cryptographic hash: Hashes are the cryptography part of  cryptocurrency and make a blockchain secure, 
verifiable, and unhackable. Cryptographic hashes can take inputs of  variable length, but always output a fixed-
length string of  numbers and letters. Most cryptocurrencies use SHA-265, which always outputs a 256-bit 
string regardless of  whether the input is “hello” or an entire sentence.

Decentralization: One of  the key reasons cryptocurrency has been such a hit is that it has changed the way 
data like ledgers and applications are stored. Instead of  relying on a central node like a server, blockchains, 
Bitcoins, decentralized applications, and all the data they contain are distributed between nodes. The greatest 
strength of  decentralization is its resilience: If  one node goes offline, there’s no data lost and no downtime, 
since individual nodes contain no unique information.

Decentralized applications: Also known as dapps, decentralized applications take the concept of  distributing 
blockchain ledgers a bit further. Dapps distribute actual applications among redundant nodes. The most 
popular dapp platform is the Ethereum Virtual Machine, which uses its own unique cryptocurrency, called 
Ether, to pay rewards to block miners and fuel its peer-to-peer app hosting.

Difficulty: Difficulty is a measure of  how hard it is to successfully mine a single block in a blockchain. 
Cryptocurrency miners are attempting to find cryptographic hashes for specific blocks of  data, which becomes 
more difficult the longer a blockchain becomes. Difficulty continues to rise, making mining a more intensive 
process as time goes on.

Distributed ledger: Distribution involves decentralizing data between multiple nodes. A distributed ledger is 
a blockchain ledger that is redundantly shared between peers so there are multiple valid copies to prevent data 
loss. Centralized ledgers are the exact opposite: They’re held by a single node and are not redundant.
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Distributed network: What a distributed ledger is to cryptocurrency, a distributed network is to decentralized 
applications. As opposed to using a single source like a server to run a dapp, a distributed network (e.g., the 
Ethereum Virtual Machine) shares the processing work and stored data between its nodes.

Ethereum: Ethereum is a decentralized computer network, also known as the Ethereum Virtual Machine (or 
EVM), that operates dapps and is fueled by the cryptocurrency Ether.

Ether: Often mistakenly called Ethereum, Ether is the cryptocurrency that powers the EVM, commonly called 
Ethereum. Ethereum is used to reward blockchain mining and dapp nodes for participating in the work of  the 
EVM.

Fiat currency: Fiat currency (e.g., dollars, euros, pounds, yen) is the form of  money we use every day, and it 
derives value from the government that issued it. Cryptocurrency isn’t fiat currency because it isn’t given value 
by a central authority.

Fork: Forks are points at which an existing blockchain splits into two or more blockchains. Up to the point of  
forking, both blockchains contain the same data, but after that point, they’re different. Forks can be both hard 
(not backward compatible) and soft (backward compatible) and can occur due to a change in consensus or a 
change in blockchain protocol (i.e., underlying code).

Hash rate: A hash rate is a measurement of  how efficiently cryptocurrency mining rigs are operating and is 
measured in hashes per second.

ICO: When a new cryptocurrency venture begins it can make an initial coin offering (ICO), similar to an 
initial public offering (IPO). Instead of  company shares being sold to early investors, ICOs involve the sale of  
cryptocurrencies to early backers of  the project. Companies offering ICOs have to surpass a minimum earning 
threshold before the ICO, or all money is returned to backers and the project fails.

Ledger: A ledger is usually a record of  a specific type of  transaction, such as money and purchases. Ledgers 
in the cryptocurrency world are also known as blockchains, which contain complete records of  the history 
of  a cryptocurrency’s use. In this case, the ledgers are not physical objects—ledgers are digital lists of  
cryptographically hashed data validated through group consensus.

Litecoin: Litecoin is an altcoin that is a fork of  Bitcoin, and it was launched in 2011. Litecoin is nearly identical 
to Bitcoin, but it differs in several key ways: Litecoin has a faster block generation time than Bitcoin; it has a 
higher maximum number of  coins than Bitcoin; and it uses the sCrypt cryptographic hash algorithm instead of  
SHA-256.
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Mining: Cryptocurrency mining is the act of  attempting to solve hashes to add blocks to a blockchain. It takes 
an intense amount of  computing resources, with many miners building their own specialized rigs or buying into 
a share of  a cloud-based mining computer. When a block is successfully mined and added to the blockchain, 
anyone who worked to help solve it is paid a small amount of  cryptocurrency as an incentive to mine.

Monero: Monero is another altcoin and was specifically designed for anonymity. Monero transactions can’t be 
traced, which has made it a popular cryptocurrency among cybercriminals and cryptomining malware coders.

Public/private keys: Keys are used in all cryptocurrency transactions and come in two forms: public and 
private. A public key is what is sent by the owner of  a cryptocurrency wallet when they want to send currency 
to another user or use their coins for a purchase. Private keys are unique to all cryptocurrency wallets and are 
used to validate the public key and act as unique signatures for each cryptocurrency transaction. Private keys 
should never be shared, as someone with access to a private wallet key has control over the cryptocurrency in 
that wallet.

Proof  of  stake: Proof  of  stake (PoS) is a consensus algorithm that rewards cryptocurrency miners based on 
the amount of  cryptocurrency they hold. The more cryptocurrency a miner owns, the larger the share of  the 
payout for each solved block they receive. There is no actual block reward in a PoS, with miners directly earning 
transaction fee currency instead. PoS is the newer of  the two consensus algorithms, and it is slated to begin 
being used for Etherium mining sometime in 2018. Supporters of  PoS argue that it’s more cost effective than 
proof  of  work mining.

Proof  of  work: Proof  of  work (PoW) is the traditional consensus algorithm that rewards cryptocurrency 
miners based on how much they contributed to a solved block. The more work performed, the more the 
cryptocurrency miner earns when a block is added to the chain. PoW is used by most cryptocurrencies, but it 
makes it more difficult for those with low-end mining rigs to earn money.

Reward: Rewards are cryptocurrency paid to blockchain miners whenever a block is solved and added to the 
blockchain. The currency rewarded comes from two sources: Transaction fees and incentive coins that are 
generated as blocks are solved, thus adding more coins to the total supply.

Ripple: Ripple is a centralized cryptocurrency that is designed to make international payments easier by 
eliminating exchange rates and cross-border fees. It has faced criticism due to its centralized ledger, which 
enables the Ripple company—instead of  purchasers and investors—to control prices.

sCrypt: sCrypt (pronounced ess-crypt) is a cryptographic hash algorithm that is used by several crypto-
currencies as an alternative to SHA-256. sCrypt is simpler, less resource-intensive, and easier to solve than 
SHA-256, making it a more popular choice for individual miners, since they don’t need specialized hardware to 
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mine it. The tradeoff  is that sCrypt is supposedly less secure, though there has been no real-world case of  its 
being cracked.

Supply: Supply refers to a total amount of  a particular cryptocurrency and is divided into three terms: 
circulating supply, total supply, and maximum supply. Circulating supply is the estimated number of  coins being 
used by the public or available in markets; total supply is the total number of  coins that currently exist; and 
maximum supply is the total number of  coins that will ever be issued. Most forms of  cryptocurrency have a 
theoretical maximum supply, but in many cases it’s unlikely to ever be reached.

Token: Cryptocurrency tokens, like physical tokens used in the real world, are representations of  some kind 
of  asset. Tokens in the cryptocurrency world typically represent a certain amount of  cryptocurrency (similar to 
how poker chips represent certain amounts of  fiat money) and are usually issued on top of  another blockchain 
to represent a utility or asset used by that blockchain. Tokens are a key part of  ICOs—when an ICO investor 
buys in, they are typically awarded with tokens instead of  actual hard cryptocurrency.

Transaction block: Each block that is mined and added to the blockchain consists of  a list of  transactions, 
such as buying or selling coins, trades, and purchases using cryptocurrency.

Transaction fee: Whenever an individual buys, sells, trades, or otherwise uses cryptocurrency, they have to 
request that a miner mines their transaction, adds it to a transaction block, and then adds the completed block 
containing their transaction to the blockchain. To ensure that a transaction is mined, a fee has to be paid to 
incentivize miners to solve it. Transaction fees aren’t fixed, but offering too little can result in a failed trans-
action, while offering too much simply means the user is wasting money. Failed transactions can be dangerous 
for cryptocurrency users—if  a transaction doesn’t make it to the blockchain, someone else could theoretically 
spend the same coin, robbing the user of  its value.

Wallet: A wallet is a digital storage space for cryptocurrency. Wallets can be apps, cloud-based websites, or just 
a plain TXT document stored on a hard drive. If  a cryptocurrency wallet is stolen, or its private key is revealed, 
anyone has access to the coins it contains—just like having your wallet stolen in real life.
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BITCOIN: A CHEAT SHEET FOR 
PROFESSIONALS
BY BRANDON VIGLIAROLO

Unless you’re living under an internet blackout, you’ve probably heard of  Bitcoin—it’s a digital currency that 
doesn’t need a central bank, functions internationally, and keeps gaining value. Everyone wants a piece, but not 
everyone understands what it is.

Bitcoins are valuable, at least right now. There are a lot of  guesses as to what’s driving bitcoin prices sky-high 
and whether those prices will last before crashing back down again.

So is it worth investing in bitcoins? What are the security risks of  using Bitcoin? And just what is the block-
chain? The answers to all of  these questions and more are in this Bitcoin cheat sheet. (Note: It’s Bitcoin when 
referring to the concept or network, and bitcoin when referring to “a unit of  account.”)

WHAT IS BITCOIN?
Bitcoin (BTC) is the original decentralized cryptocurrency, a digital form of  currency that uses blockchain and 
cryptography to validate itself. Prior to Bitcoin’s inception, other forms of  digital currency—and even crypto-
currency—existed. But Bitcoin was the first to decentralize the proof  of  work required to validate the coin’s 
legitimacy.

Centralized cryptocurrency is controlled by a single source, which means that source has complete control over 
its legitimacy, value, and other properties. Decentralization, by contrast, gives bitcoin value independent of  a 
controlling agency like a government or a corporation.

Bitcoin uses blockchain technology to independently verify the legitimacy of a bitcoin. Each 
transaction on a Bitcoin blockchain is unalterable, making it a total public record of each 
use of the coin (or portions thereof).

The public nature of  the blockchain makes it ideal for use as a currency verification system, as there’s no need 
to have a trust relationship with the other party: Proof  of  the legitimacy of  the currency is inherent in its hash.

Bitcoin was developed by a programmer or a group of  programmers going by the name Satoshi Nakamoto. 
A paper published by Nakamoto in 2008 described the concept of  the blockchain and Nakamoto’s intended 
purpose for it: the basis of  a peer-to-peer technology cash system called Bitcoin.
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2009 marked the first availability of  Bitcoin and its initial value of, essentially, nothing. By 2010 not much had 
changed—one bitcoin owner tried auctioning 10,000 BTC for $50 but had no buyers.

That’s a far cry from the current value of  more than $10,000. Most of  that growth came in 2017 alone—
bitcoins started the year at less than $1,000 before skyrocketing to nearly $20,000 in late December.

Additional resources

• 10 things you should know about Bitcoin and digital currencies (TechRepublic)

• What is Bitcoin? Here’s everything you need to know (CNET)

• Why more companies will be betting on Bitcoin in 2018 (TechRepublic)

• What is blockchain? Understanding the technology and the revolution (free PDF) (TechRepublic)

• Executive’s guide to implementing blockchain technology (ZDNet)

• Beyond bitcoin: How blockchains could revolutionize business (TechRepublic)

HOW IS BITCOIN DIFFERENT FROM OTHER 
CRYPTOCURRENCIES?
Bitcoin is the first decentralized form of  cryptocurrency, but it’s certainly not the only one. A large number of  
blockchain-based cryptocurrencies have emerged since 2009, which raises the obvious question: How is Bitcoin 
different?

Aside from its much greater value, several things make Bitcoin different from cryptocurrencies such as 
Etherium, Dogecoin, Litecoin, and others. All of  these cryptocurrencies use blockchain technology, but the 
method and purpose of  each one is different.

Etherium, one of  the most talked about bitcoin alternatives, isn’t actually a value transfer platform; instead, it 
is used for distributed application programming. Etherium does have a monetary value in the form of  its fuel, 
called Ether, but that’s just one part of  its overall model.

Other cryptocurrencies, like Litecoin, Dogecoin, and PotCoin, use blockchains but don’t rely on SHA-256 
encryption like Bitcoin does; they use sCrypt, a password-based key derivation function, to build coin hashes 
instead.

Bitcoin’s biggest difference from its competitors isn’t any of  those code-related elements, though—the 
difference lies in its sheer popularity and name recognition. Because it’s so well-known, Bitcoin is more  
heavily invested in by big players (e.g., governments). This has driven its price sky-high and made Bitcoin a 
household name.
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Additional resources

• Video: The key differences between the blockchain and Bitcoin (TechRepublic)

• Video: Ripple is blockchain for the financial enterprise, but it’s centralized (TechRepublic)

• Video: Why the future of  cryptocurrency is about more than just Bitcoin (TechRepublic)

• Five big myths about the Bitcoin blockchain (TechRepublic)

• 18 new IT jobs created by Bitcoin and blockchain (TechRepublic)

WHY ARE BITCOIN PRICES SO HIGH?
As covered by TechRepublic previously, the amazing rise in Bitcoin prices is largely speculative. Analysts I’ve 
spoken to almost unanimously agree that the Bitcoin price surge is based on nothing but speculation, and that 
without any historic precedent to fall back on, it’s anyone’s guess how high Bitcoin will go before crashing, if  it 
does at all.

Governments have been investing in Bitcoin, which is one reason prices keep climbing. The Chinese 
government has put its force behind Bitcoin mining in the country, which has prompted other countries to start 
stepping up their investments to avoid Chinese Bitcoin domination.

Bitcoin mining is the act of  adding new transactions to the blockchain, which is done by solving complex 
mathematical problems. Solving a problem adds a transaction to the ledger, and more bitcoins are issued as the 
ledger grows.

All in all, the Bitcoin world is full of  unknowns.

Additional resources

• Bitcoin futures begin trading (ZDNet)

• The risky business of  bitcoin: High-profile cryptocurrency catastrophes of  2017 (ZDNet)

• Bitcoin prices plunge as South Korea says ban still an option (CBS News)

• Wall Street bosses hate bitcoin but they try it out anyway (CBS News)

• Bitcoin mining consumes more energy than 159 countries (CBS News)

• Kodak bitcoin miner on display at CES 2018 (ZDNet)
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WHAT ARE THE PRACTICAL USES FOR BITCOIN?
Practical use for Bitcoin and other cryptocurrencies has long been one of  the major sources of  criticism 
they’ve met with—it’s difficult to turn bitcoin into cash, which makes using it for purchases tough.

Businesses can still invest in Bitcoin and hope for a return, and there are a few places it can be used to make 
purchases. But buying things with Bitcoin can be tricky, especially since items aren’t often priced in BTC. This 
makes the value of  the bitcoin itself  irrelevant, since it’s the cash value being used.

Digital economics researcher Owen Rogers specifically warns against pricing items in bitcoin due to its 
volatility—an item priced at 1 BTC today might result in a huge loss if  bitcoins drop in price the way they have 
in the recent past. During the week of  December 18, 2017, for example, bitcoins tumbled nearly 30% in value.

There are a lot of  practical business uses for the blockchain technology that powers Bitcoin that don’t involve 
monetary valuation, which is perhaps the bigger takeaway from Bitcoin. Businesses can use blockchain to 
enhance security, build decentralized applications, make data redundancy simpler—it’s nearly impossible to list 
all the various uses, and more are being created all the time.

Additional resources

• How to make cryptocurrency more user-friendly (TechRepublic)

• Want to learn programming? This startup pays you cryptocurrency to study Python (ZDNet)

• How one hacker stole $226K worth of  cryptocurrency from Oracle servers (TechRepublic)

• Korean tech minister seeks to quell blockchain fears amid bitcoin crackdown (ZDNet)

• How is bitcoin affecting the environment? (CBS News)

WHAT ARE THE SECURITY RISKS OF USING BITCOIN?
To find the crime, follow the money, and Bitcoin is definitely on the cutting edge of  security risks. There have 
been a number of  high-profile thefts of  bitcoins, and apps that focus on cryptocurrency are often loaded  
with malware.

Bitcoin is anonymous, just like cash, which makes using it tempting for cybercriminals. Amassing bitcoins is 
necessary to use it, and rather than earn it by mining or exchanging fiat currency (declared by a government to 
be legal tender) for it, cybercriminals are more apt to try stealing yours.

That said, Bitcoin is becoming the less popular option among cryptocurrencies for cybercriminals, who are 
switching to Monero, Ethereum, and other forms of  cryptocurrency. That’s good news for those who want to 
use Bitcoin legitimately; it also means that bitcoin owners will be a smaller target.
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Being secure with your bitcoins means keeping a close eye on your digital wallet, using only trustworthy 
Bitcoin-related apps and websites, and being aware of  the latest security trends in the Bitcoin world. It’s impos-
sible to completely mitigate all security risks, but being smart and proactive, as with any form of  cybersecurity, 
can save you a lot of  headaches.

Additional resources

• Cryptocurrency miners: A replacement for ransomware (ZDNet)

• Evrial Trojan can steal what’s saved on your Windows Clipboard, including Bitcoins (TechRepublic)

• Fake cryptocurrency scam delivers ransomware - and more malware when you pay up (ZDNet)

• PyCryptoMiner enslaves your PC to mine Monero (ZDNet)

• Bitcoin owners and currency exchanges emerging targets for criminals: FireEye (ZDNet)

• Opera now blocks attackers from hijacking your browser for mining Bitcoin (TechRepublic)

• Bitcoin exchange NiceHash hacked, $68 million stolen (ZDNet)

• Cops raid cryptocurrency exchanges in South Korea: Report (ZDNet)

• A better blockchain: Bitcoin for nothing and transactions for free? (ZDNet)

• The risky business of  bitcoin: High-profile cryptocurrency catastrophes of  2017 (ZDNet)

• UK companies hoarding Bitcoin to prepare for ransomware attacks (TechRepublic)

• United Kingdom plans tighter regulation of  Bitcoin (ZDNet)

• Over 700,000 Bitcoin missing in Mt. Gox security flaw (TechRepublic)

SHOULD I INVEST IN BITCOIN?
Businesses and individuals investing in Bitcoin are in for a wild ride, so don’t invest if  you are averse to risk. 
It doesn’t take much for the price of  Bitcoin to tumble, as evidenced by prices the week of  January 15, 2018, 
which was driven largely by the news that the vice governor of  the People’s Bank of  China (PBOC) wanted to 
end Chinese cryptocurrency investment. The day the news was released Bitcoin prices tumbled by 16% (more 
than $2,000), as did the value of  other major cryptocurrencies traded on Coinbase.

Bitcoin Cash, a fork of  Bitcoin designed to be easier to use for actual purchases, was even more hurt by the 
news, losing nearly 20% of  its value during the same timeframe. China moved quickly to put a stop to the 
rumors of  ending cryptocurrency trade, but that didn’t cause a noticeable immediate improvement in the price.
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On a larger scale, Bitcoin’s month from December 2017 to January 2018 was even rockier—it peaked in 
December at nearly $20,000 and within a month was down to less than $12,000. That’s a fall of  almost 40%.

Take that as a warning to potential Bitcoin or cryptocurrency investors in general: It’s not a sure thing, and it 
may have already hit a peak.

Those doing business internationally, however, may want to give Bitcoin a second thought. As American 
Express points out, Bitcoin has a relatively quick transaction time, so volatility won’t necessarily be an issue; 
accounts are international, so there’s no need to keep multiple portfolios of  currency; and there’s no credit risk, 
since the sender has to have the bitcoin in their wallet to make a purchase.

Bitcoin isn’t a flawless international payment system. Numerous countries have banned Bitcoin and other forms 
of  cryptocurrency, and exchanging Bitcoins for local currency can take time—at which point volatility can 
cause an extreme change in value, possibly affecting the sender and the recipient.

There’s a lot of  potential in Bitcoin, but that doesn’t mean you should rush out and invest in the digital 
currency, though: Wait for some cryptocurrency market stabilization or a practical use to emerge before 
committing company money that could disappear overnight. It’s also worth seeking advice from a professional 
financial consultant before investing large amounts of  money in bitcoin—or anywhere else for that matter.

Additional resources

• Stripe dumps Bitcoin, will other payment processors follow? (ZDNet)

• SEC chairman urges ‘extreme caution’ with cryptocurrencies (CNET)

• United Kingdom plans tighter regulation of  Bitcoin (ZDNet)

• Japan’s formal embrace of  Bitcoin points to growing role of  cryptocurrency in commerce (TechRepublic)

• Are you a bitcoin user or investor? The IRS wants to know (CBS News)

• BitConnect winds up cryptocurrency exchange operations, BCC crashes (ZDNet)

HOW DO I GET STARTED WITH BITCOIN?
Bitcoin is confusing, and getting started can be daunting if  you don’t know who to trust or where to begin. 
What do you need? How do you buy bitcoins? Where is it safe to store them?

There are several options for a Bitcoin setup, and the biggest decision to make is what kind of  digital wallet to 
use to store your coins. Some wallets are hosted online and others are mobile apps. You can even set up a wallet 
to be completely local on your machine.
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One of  the easiest platforms for beginners is Coinbase, where you can buy, sell, and store bitcoin. Coinbase 
eliminates a lot of  the manual setup and hassle from the Bitcoin process.

Once you’re ready to move on to a more advanced mode of  operating, or if  you plan to hold onto your bitcoin 
for a long time without doing any cryptocurrency trading, it’s a good idea to put it into a separate wallet app. 
There’s a variety to choose from and using one means the bitcoins you have are yours alone. If  you leave them 
online with Coinbase or another hosted wallet, your bitcoin is never in your hands directly. Long-term investors 
and serious bitcoin users should plan to go this route eventually.

Additional resources

• Buying and selling Bitcoin, explained (CNET)

• How bitcoin finally made me grow up and get my life together (CNET)

• What happens to your digital bitcoins if  you die? (CBS News)

• List of  Bitcoin Exchanges (Bitcoin.org)

• Bitcoin ATM Map and alternative crypto-cash exchange services (Coin ATM Radar)
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ETHEREUM: WHAT IT IS AND WHY IT 
MATTERS
BY BRANDON VIGLIAROLO

Cryptocurrency: It’s a word that anyone who spends any time online is sure to have heard of  by now. 
Decentralized digital cash like Bitcoin has made cryptocurrency, and by extension the blockchain, a hot topic 
for discussion, and the cryptocurrency known as Ethereum is one of  the hottest.

But Ethereum isn’t technically just another cryptocurrency—it’s a whole decentralized computer network 
powered by a cryptocurrency called Ether. Instead of  being just an alternative to the dollar, euro, or pound, 
Ether has a specific application.

Ether can be traded for its cash value, and it is one of  the most highly valued cryptocurrencies. But to simply 
call it a cash alternative misses out on a lot of  what it’s actually for.

WHAT IS ETHEREUM AND HOW DOES IT DIFFER FROM 
ETHER CRYPTOCURRENCY?
Despite their often interchangeable usage, Ethereum and Ether are technically two different things. Ethereum 
is a decentralized computer network that runs applications, and Ether is the cryptocurrency that fuels it. For the 
sake of  consistency, we’ll use those specific terms throughout this guide.

There are basically three layers to Ethereum: The Ethereum Virtual Machine (EVM), the cryptocurrency Ether, 
and gas, which is the actual EVM “fuel” that Ether translates to.

The EVM is a decentralized runtime environment for building and operating smart contracts, also called decen-
tralized applications (dapps). The definition of  what dapps are is up for debate, but at its most basic level a 
decentralized application is one that has no central point of  failure.

In the case of  EVM dapps, failure points are eliminated because the apps are built on the back of  the 
Ethereum blockchain, which spreads out the code, assets, and management of  applications over the entire 
EVM network. 

Creating a shared network the size of  the EVM isn’t cheap, and that’s where the Ether cryptocurrency comes 
in. Ether is the part of  the Ethereum network that has actual relatable real-world value, and it in turn can 
become gas to fuel the EVM. Here’s where things get a bit confusing.
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Gas is a way of  describing the amount of  work being done by the EVM, similar to kilowatt hours being a 
measure of  expenditure and not an actual unit of  energy. Much in the same way that a kWh will cost a certain 
amount on your electricity bill, gas has an Ether cost that anyone using the EVM has to pay to commit a 
change to the Ethereum blockchain.

Also like a kWh, the cost of  gas isn’t fixed to a certain amount of  Ethereum—it can be adjusted so that 
EVM operational costs don’t become prohibitively high or so cheap that the network is flooded with junk 
transactions.

Ether is paid to miners who work to process changes to the blockchain as a way to incentivize their work, much 
in the way Bitcoin fees are paid (there are some differences, however). Here’s the catch: The person requesting 
the transaction can set the amount of  Ether they’re willing to commit to the sale. The more they commit, the 
greater the incentive, and the faster the transaction will likely be processed.

Getting the ratio of  Ether-to-gas just right is important when a user wants to submit a change to a dapp, either 
as the programmer or a user. Try to go cheap by cutting back on the amount of  Ether (and thus gas) you’re 
willing to pay, and the transaction may never get processed; plus, you’re still out the money you fronted as the 
transaction fails.

In short, Ethereum is a decentralized virtual machine that runs on blockchain technology. It uses the cryptocur-
rency Ether to pay for the costs of  operating decentralized applications since committing changes to the dapps 
by users or programmers requires mining done by other users.

Additional resources

• Blockchain: A cheat sheet (TechRepublic)

• Poor smart contract coding exposes millions of  dollars in Ethereum (ZDNet)

• How the new cybercriminals use cryptocurrency to commit cybercrimes (TechRepublic)

• NSW government-funded initiative sees students receive Ether as “loyalty” reward (ZDNet)

WHAT CAN YOU DO WITH ETHEREUM?
Ethereum is built to run smart contracts, which the Ethereum Foundation says are “applications that run 
exactly as programmed without any possibility of  downtime, censorship, fraud or third-party interference.”

Don’t let the word contract fool you into thinking the EVM can be used only to operate transaction-based apps 
like ecommerce, currency exchanges, or identity verification. There are countless other things being done with 
the EVM, with smart contracts just being the foundation on which they’re built.
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Some of  the things being built with the EVM are:

• Games like CryptoKitties, Acebusters, and Ether Dungeon

• Cloud-based operating systems

• Document notarization

• Decentralized news verification 

• Job markets

• Messaging platforms

• Social networks

If  you’re wondering what you can do with Ether, the cryptocurrency used by the EVM, it can be traded like any 
other cryptocurrency, turned into fiat currency (government issued), or used to operate dapps as a user (every-
thing you do in a dapp costs some amount of  gas).

Additional resources

• Growth of  Enterprise Ethereum Alliance signals blockchain’s impact on future of  business (TechRepublic)

• Data61 has its sights on a blockchain-based future (ZDNet)

• Is blockchain overhyped? (TechRepublic)

• Hacker phishes Experty ICO, steals $150,000 in Ethereum (ZDNet)

• Blockchain explained: It builds trust when you need it most (CNET)

HOW IS ETHER DIFFERENT FROM OTHER 
CRYPTOCURRENCIES?
Aside from its biggest difference—that it’s an entire virtual machine network and not just a currency—there are 
a lot of  ways in which Ether is different from other currencies.

Ethereum was heavily influenced by Bitcoin. Ethereum’s designer, Vitalik Buterin, was involved in the Bitcoin 
community and wanted to use the Bitcoin blockchain to build decentralized applications, later creating 
Ethereum to develop his theory.

Ethereum now has the second highest market cap, right behind Bitcoin, so for the sake of  comparing Ether to 
other cryptocurrencies we’ll stick to those two.
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First off, the speed at which a block of  transactions can be solved and added to the blockchain, called block 
time, is much faster for Ethereum. While a Bitcoin block can be mined in an average of  10 minutes, the 
Ethereum block time averages around 10 to 20 seconds. That means more transactions are added to the 
Ethereum blockchain in less time.

Another major difference between the two is the reward for solving blocks: The Bitcoin reward halves approx-
imately every four years, while Ether mining rewards remain largely consistent. This is largely due to the fact 
that Ether won’t reach a hard cap like Bitcoin, of  which there will never be more than 21 million.

Ether, on the other hand, has a cap of  18 million per year; the cap is designed to create a consistent regen-
eration of  Ether to offset coins lost to misuse, key loss, and other errors. An upcoming Ether shift from the 
current proof-of-work model to a proof-of-stake model called Casper is likely to greatly lower reward amounts 
due to less need for mining subsidy, making the 18 million cap unlikely to be reached.

Casper’s proof-of-stake model shifts the value generation for Ether from miners to stakeholders, who vote on 
blocks instead of  mining for hashes. Each stakeholder gets a proportion of  votes based on the stake (in Ether) 
they’ve invested.

Another major difference between Bitcoin and Ethereum is how each treats stale blocks. Stale blocks occur 
when two separate miners arrive at a solution for the same hash, but because of  inherent lag times sending 
block changes from one node to another, one of  the miners submits the transaction first.

In the Bitcoin world, the second miner is simply out of  luck: Their stale block goes unrewarded, and the time 
and computing resources invested are lost. Ethereum, on the other hand, provides a partial reward to stale 
blocks using the GHOST protocol, so no one spending time and resources is out of  luck. This is done largely 
to offset the power inherent in large mining pools, which have a high likelihood of  pushing small-scale miners 
into stale territory since they can’t keep up with pool processing capabilities.

Additional resources

• The difference between Bitcoin and Ethereum explained (TechRepublic)

• Decision time is here for blockchain, but are enterprises ready? (ZDNet)

• Microsoft’s Coco Framework aims to make blockchain easier to use for business (TechRepublic)

• Webjet launches blockchain-as-a-service hotel distribution solution (ZDNet)
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IS ETHEREUM MORE STABLE THAN OTHER 
CRYPTOCURRENCIES?
The new year brought a big dose of  reality for cryptocurrency watchers and investors. From the end of  
December 2017 into early January 2018, cryptocurrency values plummeted—Bitcoin in particular was hard hit, 
dropping from a high of  nearly $20,000 to less than $10,000 by late February 2018.

Ether fared slightly better, and while its value followed the late December spike other cryptocurrencies had, 
it’s not in as nearly bad a state as Bitcoin and others. As Matthew Godshall pointed out in a VentureBeat piece, 
Ether’s value relative to Bitcoin has risen by 50% in 2018.

So why has Ether fared so well when other cryptocurrencies have been riding a value rollercoaster? Ether has a 
purpose beyond just being money.

As Godshall points out, Ethereum founder Buterin saw a much greater use for blockchain technology than 
creating decentralized cash, and Ethereum has done just that. There are already more than 1,000 applications 
for the Ethereum blockchain listed in its main app repository, and more are being developed all the time.

While Ether’s value isn’t directly tied to the price of  gas needed to operate the EVM (as mentioned above), that 
doesn’t mean one doesn’t affect the other, and as long as the EVM is healthy and in use there’s no reason to 
expect Ethereum to bottom out in the way that Bitcoin could.

If  Ethereum’s co-creator Steven Nerayoff  is to be believed, investment in the EVM and its apps could trigger 
explosive growth this year. In an interview with CNBC, Nerayoff  said that there are 10 times more projects 
being developed for the EVM than there were in 2017, which he predicts could lead to the price of  Ether 
doubling or tripling by the end of  2018.

As more businesses realize the usefulness of  decentralized applications for their industries, such as less 
downtime, enhanced trust, and increased security, it’s likely that the EVM will continue to grow, and Ether  
with it.

That doesn’t mean that Ether couldn’t devalue in the long term, especially considering that there isn’t a hard cap 
on the amount of  Ether that will ever be generated. If  natural loss of  Ether doesn’t keep up with its creation, 
the value could dip, but that’s likely a bit down the road.

In short, Ether is more stable than other forms of  cryptocurrency because it isn’t centered on only being 
valuable—it is, first and foremost, a way to fuel an application ecosystem. As more businesses realize the power 
of  decentralization, it will probably keep growing.
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Additional resources

• L.A. Times website injected with Monero cryptocurrency mining script (TechRepublic)

• Satori botnet successor targets Ethereum mining rigs (ZDNet)

• $10M worth of  virtual kittens are taking down blockchain network Ethereum (TechRepublic)

• Commonwealth Bank to deliver ‘world-first’ issuance of  a bond on the blockchain (ZDNet)

SHOULD I INVEST IN ETHEREUM?
Nerayoff ’s statement makes it sound like investment in Ether is a sure thing: If  it’s going to triple in value over 
the next 12 months, you’ll want to be in at the (relative) ground floor of  $1,000 per coin, right?

But as with all things, it’s not that black and white. Ether prices could drop, as a shift from mining payouts 
to yearly dividends for stakeholders under proof  of  stake could alienate some users, causing them to dump 
coins due to uncertainty. Buterin also mentioned that it will take around 1,000 ETH to become an initial stake-
holder—that’s more than $800,000 USD.

When it costs nearly $1 million to buy a voting stake in the future Ethereum blockchain, a lot of  small-time 
investors are going to feel left out.

All of  that matters only if  you’re investing in Ether purely for its financial value. If  you’re interested in Ether 
for its applicational uses, that’s an entirely different story. Whether you want to use dapps or build your own, 
you’ll need to invest in Ether, and it can be expensive to get involved—even simple transactions can cost $10, 
which isn’t much but can be enough to discourage experimentation as an interested investor or app developer.

What investment boils down to, as a programmer, an EVM user, or a financier, is doing research. Know what 
you’re getting into with cryptocurrencies of  any kind, and you won’t end up surprised when prices fluctuate, 
fees sap the value of  your digital wallet, or big changes upset how you interact with the blockchain.

Additional resources

• Bill Gates: Cryptocurrencies have directly ‘caused deaths’ and are ‘super risky’ (TechRepublic)

• Cryptocurrency is big, but there are still reasons to be skeptical (TechRepublic)

• Coinbase responds to user fury over rampant overcharging (ZDNet)

• How cryptocurrency is holding us back from finding life on another planet (TechRepublic)

• Australian finance sector not as keen on blockchain as hype suggests: Gartner (ZDNet)
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HOW DO I GET STARTED WITH ETHEREUM? 
How you get started with Ethereum and Ether depends on what you want to use them for. dapp developers, 
dapp users, and Ether investors are all going to take different approaches.

If  you want to develop decentralized applications for the EVM, you’ll need to do a few things:

• Get the command-line tools needed for dapp development.

• Download any additional Ethereum development tools you need.

• Become familiar with Solidity, the Ethereum programming language.

• Learn all about the structure of  an Ethereum smart contract.

• Learn how EVM transactions work.

• Brush up on other Ethereum development tutorials at GitHub and DApps for Beginners.

Those who want to use dapps need to start by opening a wallet and buying some Ether. From there, you’ll need 
to install a bridge app like Metamask that will move Ether between your wallet and the dapp you’re trying to 
use. Before installing a bridge app, check with the dapp you want to use to ensure that the app is supported.

Investors who simply want a piece of  the Ether pie can follow the same first step listed for dapp users above 
to open a wallet and buy some Ether. It doesn’t have to leave your initial wallet, which exchanges like Coinbase 
generate for you, if  you don’t intend to do much with it beyond watch it (hopefully) accumulate value.

Additional resources

• Executive’s guide to implementing blockchain technology (ZDNet) 

• Bitcoin, Ethereum or Litecoin: Which is best for you? (CNET)

• Video: Litecoin: The approachable altcoin (TechRepublic)

• 5 reasons to tread carefully in cryptocurrencies (CBS News)
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CRYPTOCURRENCY-MINING MALWARE: 
WHY IT’S SUCH A MENACE AND WHERE 
IT’S GOING NEXT
BY DANNY PALMER

Cybercrooks are always looking for new means of  making money, and for much of  the last two years, 
ransomware was the cyberattack of  choice for those looking to quickly cash in. Recently, however, attackers 
have been leaving ransomware behind to embrace a new form of  making money from the internet: 
cryptocurrency mining.

Like many others, cybercriminals have recognised the potential riches that could await using the processing 
power of  computers to mine for cryptocurrencies such as bitcoin and Monero, especially following the bitcoin 
boom of  late last year.

However, rather than spending money on specialist systems to legitimately mine cryptocurrency, criminals are 
turning to cryptojacking malware to do the work for them.

The idea is simple: Unwitting victims have their computer or smartphone infected with malware, which uses the 
CPU power of  the device to mine currency, with the profits being directed back into the wallet of  the attacker.

Aside from heavy use of  the PC fan and driving up the energy cost of  using the computer, cryptojacking 
doesn’t make itself  obvious, if  it’s not pushed too far. The average victim isn’t likely to worry too much if  their 
computer is being a bit noisier than usual.

“Criminals act like a business. They’ll have a business model for making as much money as they can with as 
little risk as possible—and cryptocurrency mining represents a good return on investment and a low risk way 
of  doing it,” Mike McLellan, senior security researcher at the SecureWorks Counter Threat Unit, told ZDNet.

That cryptojacking doesn’t require interaction with victims the way ransomware does offers a number of  
benefits to the crooks: It leaves the user unaware that their machine is infected with malware, so instead of  
providing payment in one quick hit, like ransomware, the operation can be sustained for a long period of  time.

It also doesn’t matter where in the world the victim is, allowing attackers to profit from virtually anyone—
opening additional markets of  potential targets and fuelling the move toward cryptojacking.
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“With a ransomware infection you might get a big payoff, but if  you infect a computer in Africa, it’s very 
unlikely you’re actually going to get a payout from that. In areas of  the world where people are less likely to pay 
ransoms, you might have just ignored those even though they’re ripe for infection,” Ryan Olson, intelligence 
director of  Unit 42 at Palo Alto Networks, told ZDNet.

“But with cryptocurrency mining, it’s completely egalitarian: Different systems perform differently at how they 
mine cryptocurrency, but they can all do it, so they’re all equal targets. That’s an important element of  why 
we’re seeing this transition.”

Cryptojacking is also increasingly attractive to attackers because not only does it funnel funds directly into the 
wallets of  attackers without the need to interact with the victims, but the anonymous nature of  cryptocurrency 
means that unlike some other forms of  cybercrime, there’s no need for elaborate systems to hide or launder  
the profits.

“Even when you think of  the ease of  stealing banking credentials, when you’re dealing with regulated 
currencies, there are a lot of  frameworks you have to work around to get it back into their pockets without it 
being easily traceable,” Randi Eitzman, senior cybersecurity analyst at FireEye, told ZDNet.

“Cryptocurrencies offer that advantage to criminals. They don’t have to have the system of  money mules to 
launder the currencies. It’s just running code of  a remote machine and collecting profits,” she said.

While the initial profits from cryptocurrency mining aren’t as immediate as ransomware or selling stolen 
credentials, some of  those who’ve focused heavily on this space have made millions of  dollars in the last  
year alone.

The code behind cryptojacking malware is relatively simple and it can be delivered via phishing campaigns, 
malvertising, compromised websites, or even software downloads. Once on a system, the game is all about not 
getting caught.

While some attackers have been known to brazenly spin up CPUs to one hundred percent capacity, those 
campaigns don’t last long because they can cause irreversible damage to the device—and a broken system 
doesn’t provide any benefit to malicious miners.

It’s why those with serious networks of  hijacked machines are tailoring instructions to systems. They spin up 
the CPU to such an extent that over time they can provide a decent profit, but do so while not running at such 
high capacity that the operation is uncovered.

“It’s a numbers game: Infect as many computers as you can, then keep them infected. You might think just 
make it 100 percent all of  the time and that’s what a lot of  attackers do, because they think they’ll earn the most 
money that way,” said Olson.
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“But if  you use 100 percent of  the CPU, the user is more likely to notice it’s slow and make choices that lose 
you the mining device. There are choices attackers need to make the most money over time—they’ve got to 
think about the most bang for their buck.”

Attackers have a large selection of  devices to choose from with servers, computers, and smartphones among 
the systems known to have fallen victim to cryptocurrency mining.

But as they’re already successfully infecting devices that people use every day, there’s an obvious next step 
for attackers to take advantage of, while further decreasing the chance of  getting caught: Internet of  Things 
devices.

These connected devices have little power, but with billions in use around the world, often installed and 
forgotten about—and commonly with little in the way of  security—they make a tempting target for 
cryptojacking.

“It’s a concern that the industry should be aware of—especially when the mining scripts are small, lightweight, 
and easily configurable,” Eitzman said.

“If  they can configure the scripts to use very little processing power for whatever device they’ve infected, 
you could potentially run mining scripts on devices and the user may not even notice the increase in power 
consumption.”

While these devices have such low processing power that attackers aren’t going to be able to make large 
amounts of  money from them unless they control a vast network, it nonetheless provides an additional avenue 
for illicit profiteering.

More worryingly, an infected IoT device could serve an important purpose, and exploiting these devices could 
lead to more than just excessive consumption of  power.

“It’s going to have unintended consequences. IoT devices are low-powered and don’t have high-end CPUs, but 
they do serve functions. If  you were to max out their CPU, they might not be able to respond, control the light 
bulbs, cameras, whatever it might be,” Olson said.

At the opposite end of  the scale from small IoT machines, there’s another potentially lucrative target for 
attackers to exploit, although it would take additional time and resources to compromise: public cloud servers.

“Right now, if  someone were to steal credentials for my cloud provider, if  they wanted to they could spin up 
many virtual machines for mining cryptocurrency for them, and I may not notice until I get a huge bill at the 
end of  the month,” Olson said.
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This kind of  attack would be a briefer affair than most cryptomining attacks, but even if  an attacker were to 
exploit a large server farm for just a few weeks, it would be an appealing prospect for those who have the skills.

“Those are going to be shorter-term infections, because people will realise the miners exist, but you could make 
a pretty significant amount of  money by taking advantage of  those extremely powerful machines for a short 
period of  time,” Olson said.

There’s another potential tool that could make the arsenal of  cryptojackers even more powerful: EternalBlue, 
the leaked SMB exploit that helped make WannaCry ransomware so powerful. The exploit’s worm-like capabil-
ities allowed it to quickly spread to networks around the globe.

In the case of  WannaCry, the ransom note made it obvious a machine had been compromised. However, if  
something like EternalBlue was used in conjunction with a cryptojacker, it could become a potent tool for the 
attackers—especially given how the worm spreads without user interaction.

“With cryptocurrency miners, the victim doesn’t need to be complicit in it at all—it can be happening without 
their even knowing,” said McLellan.

“Anything where the criminals can get this onto machines that doesn’t require victims to click on a link or open 
an attachment is powerful, because the longer they remain undetected, the more money they make and the 
bigger they can make this network of  mining hosts.”

Indeed, such attacks have already been seen in the wild, although they don’t have the same reach as WannaCry.

These are just some examples of  how malicious cryptocurrency mining could evolve. If  the history of  
cybercrime is anything to go by, crooks will look for any potential avenue they can exploit in the distribution 
and operation of  cryptojacking.

“We’re definitely just getting started in this space. We’re going to see a lot more innovation and means of  
collecting cryptocurrencies. We’re going to see a lot more innovation come out of  the cybercrime side as the 
protocols develop and change,” Eitzman said.

Indeed, one technique that’s already been spotted in the wild is cryptojacking malware that removes previously 
installed malicious miners from systems—it’s indicative of  how this particular battleground is hotting up.

Nonetheless, despite the rise of  cryptocurrency mining, there have been only a handful of  arrests relating to 
it. For now, it could be argued that it isn’t viewed as big priority for the authorities when compared with more 
damaging cybercriminal campaigns such a Trojans, wipers, and ransomware—and that in itself  is attractive to 
wannabe attackers.
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“Generally speaking, law enforcement attention hasn’t been focused on mining operations. That’s a contributing 
factor to actors carrying out these campaigns, because there’s not a lot of  action against individuals conducting 
them,” Kimberly Goody, senior threat intelligence analyst at FireEye, told ZDNet.

“If  the risk of  arrest becomes higher, it might detract actors, but for the time being the risk isn’t there, so it will 
continue to increase throughout the year,” she said.

Despite cryptocurrency mining becoming more widespread, some simple procedures can go a long way toward 
protecting networks from it.

Some cryptojacking variants rely on the exploitation of  old vulnerabilities, so ensuring that patches have been 
installed is a good first step towards protecting against these attacks. Basic email security hygiene can also help 
protect users from attacks.

However, even in the event that a system does become infected, the often basic nature of  mining malware 
means it is relatively simple for system administrators to remove.

“While it’s an obvious threat that the industry is facing and it’s prolific and growing, at the same time blocking 
malicious miner traffic is easily done by simply looking for the protocol on your network traffic,” Eitzman said.

“The protocol is unique, all of  the traffic is in plain text, and it’s as simple as looking for certain patterns and 
protocols running on your network and taking the steps to remove it,” she said.

For the time being, malicious cryptocurrency mining remains a threat. However, should cryptocurrency values 
suddenly fall off  a cliff, attackers could once again look elsewhere for means of  illegally making a profit.

“It will be interesting to see at what point it becomes no longer economically viable for criminals to use crypto-
currency mining as a way of  making money. A lot depends on how the market performs and if  the bubble 
bursts—maybe that will cause a drop-off,” McLellan said. “But for now it’s becoming the new normal.”
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